Job Description: Director of IT and Digital

[image: image1.jpg]oberlour\\

sssssssssssssssssssssssss




JOB DESCRIPTION

Director of IT and Digital
JOB PURPOSE

To lead Aberlour’s digital transformation and strategic IT direction, ensuring the organisation remains secure, agile, and data driven. Shape and deliver a forward-looking IT and Digital Strategy, embedding enterprise architecture principles, and enabling innovation through cloud-first services, cyber resilience, and data intelligence.
PRINCIPAL ACCOUNTABILITIES
Strategic Leadership & Enterprise Architecture 
· Develop and deliver a strategic IT & Digital roadmap aligned with Aberlour’s organisational goals. 

· Lead enterprise architecture design and implementation, ensuring scalable, integrated systems and applications. 

· Provide strategic advice to the Chief Executive and Board, contributing to corporate planning and transformation. 
Cloud Services & Infrastructure 

· Oversee the continued optimisation of Aberlour’s cloud-first infrastructure, ensuring minimal reliance on on-premises systems. 

· Lead the strategic use of cloud platforms including Microsoft 365, Azure, and other SaaS solutions. 

· Ensure robust business continuity and disaster recovery planning across all digital services. 

Cyber Security & Risk Management 

· Take strategic responsibility for cyber security, ensuring Aberlour is protected against cyber threats. 

· Lead cyber risk management, compliance, and resilience planning in line with national standards and best practice. 

· Develop and maintain cyber security policies, procedures, and awareness programmes. 

Records Management & Information Governance 

· Lead the strategic development of records management and information governance across the organisation. 

· Ensure compliance with data protection legislation and best practice in secure data handling and retention. 

Data Strategy & Insights 

· Champion the use of data as a strategic enabler, driving improvements in reporting, analytics, and decision-making. 

· Lead collaboration with external developers to enhance data capabilities within Aberlour’s core case management system (CMS). 

· Promote a culture of data-informed practice across all departments. 

Digital Programme Delivery 

· Design, research, and implement digital programmes that support organisational growth and innovation. 

· Provide oversight and governance of programme delivery, ensuring alignment with strategic objectives and user needs. 

Leadership, Mentoring & Succession Planning 

· Provide robust and sustained leadership to the IT & Digital team, fostering a culture of excellence and innovation. 

· Lead technical succession planning and staff development, mentoring team members and supporting cross-departmental collaboration. 

· Promote continuous learning and professional growth across the organisation. 

Policy Development & Emerging Technologies 

· Write and maintain clear, concise digital policies, procedures, and strategic plans. 

· Lead Aberlour’s exploration and adoption of emerging technologies including AI, automation, and advanced analytics. 

Operational Responsibilities 

· Oversee day-to-day IT operations, ensuring service excellence and user satisfaction. 

· Manage IT budgets (Revenue: £700k–800k; Capital: £100k–175k), ensuring value for money and strategic investment. 

· Ensure compliance with software licensing, copyright, data protection, and disposal regulations. 

· Maintain high-integrity access to internal systems including HR, Finance, and Fundraising platforms. 

· Responsible for the upkeep of Aberlour’s IT – particularly infrastructure systems and central servers.  
SCOPE FOR PLANNING AND ORGANISING

The post holder is responsible to the Chief Executive and provides advice and support to the Board and other committees as required. 
The post holder contributes to the Senior Leadership Team (SLT) sharing corporate responsibility for the sustainability and development of Aberlour and will influence and inform corporate strategic planning.

The post holder will agree an individual work plan with the Chief Executive and have a high degree of autonomy in progressing and developing IT, Digital and Management Information strategies within the agreed annual plan.

The post holder will draw on professional expertise and up-to-date technical knowledge and is the organisation’s technical expert in these fields. 

SCOPE FOR JUDGEMENT AND DECISION MAKING

The post holder is responsible for planned and day-to-day decision making to ensure that strategic and operational objectives are met, and resources are appropriately and effectively and deployed. 
The post holder has the lead responsibility for developing policy and procedures relating to, and for ensuring the quality and consistency of IT services and Management Information processes.

The IT function is crucial to the viability of Aberlour.  The post holder requires a high level of understanding of the relevant internal and external environments and influences in order to best inform Aberlour’s IT and Digital activity.

RELATIONSHIPS

· Advise and support the Chief Executive, Board, and Senior Leadership Team on IT and Digital matters. 

· Collaborate with external suppliers, developers, and consultants to deliver strategic outcomes. 

· Build effective partnerships across the organisation and with external agencies. 

QUALIFICATIONS
A relevant qualification at SCQF level 10 or above or equivalent knowledge acquired from significant experience in a similar environment and scale is essential.
Desirable qualifications:

· Cyber security accreditation, such as CISSP or equivalent. 

· A recognised enterprise architecture certification. 

· Cloud services such as Dynamics 365 certification. 

EXPERIENCE

· Significant senior-level experience in IT and Digital leadership. 

· Proven track record in strategy development, enterprise architecture, and cloud transformation. 

· Experience managing cyber security, data governance, and digital programme delivery. 

· Experience working with external developers and suppliers. 

· Experience in the care sector (desirable). 

KNOWLEDGE/SKILLS

· Strong understanding of cloud computing, enterprise architecture, and digital transformation. 

· Expertise in Microsoft 365, Azure, and other cloud platforms. 

· Knowledge of cyber security frameworks and data protection legislation. 

· Strategic thinking, programme management, and policy development. 

· Excellent communication, leadership, and mentoring skills. 

· Ability to translate technical concepts for non-technical audiences. 

Additional Information

· Occasional evening or weekend work may be required. 

· UK driving licence and access to a vehicle for travel across Scotland. 

· The role may involve occasional manual handling. 
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